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(54) CONTENTS DISTRIBUTION SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a contents 
distribution system for performing diversified contents 
distribution services within the same framework. 
SOLUTION: A TRM (Tamper Resistant Module) 210 of a 
secure device 200 stores a plurality of secret keys 
(secure device share secret key 241, secure device 
unique secret key 242, and service user key 243), a 
decoder 500 stores a plurality of secret keys (audio 
share secret key 51 1, audio unique secret key 512, 
manufacture unique key 513), and a server 100 encrypts 
the decoding key 290 of encrypted contents by using a 
public key of the secure device 200 and a public key of 
the decoder 500 in duplicate depending on the contents 
distribution service. 
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Properties) fcj&s&D. !fc&«4. fzkz.lt, S^iHRBSr 

k-e&o. m#«4. fckin n&mm*mwmm%: 
4rc**. 3yx> > y«-f-aHi#'fk«fg2 7o 
{4. avx^ym^it^^iit^^ffiffltJt^ (-fedf 

arf^M X^IH2 8 0 fcya-^<^HMI2 8 
5) <D«$rc£>>9. fckiJf. ftt7b«75/, HcO 

[0 0 53] 9 054. 

2 6 0 TV Mfflfcffi^r* . 

[0054]<J:(:, ?7^ryM«:ov^Pi 

[0055] ^*7f^X2 0 054. fckif*. it 

-vmcommt-fc t^f-fT) t-^t. trm (w? 

>v*se5*x— AO 210i75»/^ ; £ , J2 5 0^ 

[0 0 56] TRM 2 1014 S*«ffiB£fr'3&&«2 
2 0k. -fe^f aTr^-f XiEBJ«tS*ftffiJ«2 3 0 k . -fe 
^faTfAM Xii»9tieMfSi«2 4 0k £3rr* . -fe^f 

*7f^M ^«BMHfiiMRW2 4 o tc{4. mm^mm 

H. ^T"J4. fckx.(f. •fcdr*T7*^MX**SWMI 
(^*it) 24 1. -fe^iTfAMxffiiWI (H 
*«) 24 2. feil^-T-b'XflJffl^l (#^KH** 
H) 2 4 3030<^«««3&«f«ttS#t-CV^. ^rfc. T 
RM2 1 Oftcoimm (t^a7fA^XMWl2 
4 1 . •fe^j.TfAM ^11^1^112 4 2 . -T-t'XffJ 
ffl#.f|2 4 3 ) ^.{4. TRM 2 1 OftSP (fcki(4. S 
45952 2 0 ) 3&»4>t3&»T^-feX-r«ifcs&«tr*J3rV^ * 
fc. TRM 2 1 OrtgPO^fg (fckitf. m&i®2 2 

o ) ^4. tzkz.immmiz£K). mmmimm^ti 

[0057] ZZX\ -t*rx.T?'U X*3zffimm24 
I kit. ^aTf^MX (^fVT) t**<^B« 
-fedfiTx^XBM?^i24 2ki4. # 

-r-b'XflJffl*i|2 4 3 k {4. #^-T-b'X (fcki. 

[0058] 777y^t'J 2 50tc(4. UwU 0 
0*^Eft§tlfc^-f -feyxx-^ 2 6 0^'t&W§tlT 
v^ft. 7^-feyxf-^2 6 0ai ±IBco4dfc. -fe 
Jfa7f^'-iX (^f-f 7) ^HI2 8 0J:f3-^ 
cO^Mii2 8 5 k'CZiatBrf^SitfcnyrVya^' 
H2 9 0 k . ZM^ftKIRL-CttfflUfcaKOfflffil^* 



[0 0 5 9] =5r*K tJf A 7f^^2 0 0W)5'l-t 

^smzmmfo (*t^t) ***t^ 
■ix2oozmm-t.&m%iz. mzmMzn^\ tit 
wmwmxi>tmmm (PDO tt^vayt 

^^X^tlifX^. 

[0 0 6 0] -feyx«i7r'j3 0 o«. 7-f-fe>- 

oT. *rfc;ii£. laifc^TJ:^ fgfE§P3 10. 
^H1SW^3 2 0. ^-f-feyx^-^TOfgBSSO. 
a yf y^fl-f^Bf^-fCff #fJ^ 3 4 0. X If a y 

"ryvm*mm^tm3 5 o £3rr&. 

[00 6 1] IIfEgP3 1 0l±, -9wQ OOfcr^K-feV 
X^R^aj-Ti: £ fc. 10 0 iifflSISIESfi^. 

[0062] &MMWrfSli3 20Wi, t^aTfVN' 
X2 0 0^1311^x3-^5 0 0cD&Mit#«|§ 
fiX ^ S . -fe^r a r-rA-f x 2 0 0 c^lltti, -te^f 

^7fv^ XS*l^t2 4 2 i:*ftr^^WH. J: 
l^-t'x;fljffl^§t2 4 3 t*f£&-r<£l?H«#-ir*ir£ 
x3-r5 0 0^Hlt^{i:. f^TS^- 
-X ^ *MiW 5 K =*-"7* ^ :*EW*t^il 5 1 
2. £ J: 11*115 1 3i:*5^t>cO*rSr^-r^ 

[00633 ^, immcr>mmx\$. ^mmmmm 
3 2 0ii5-f-feyxj!!Hrr'j 3 0 okriSft^trcv^ 

[0064] y-i -tyx7 £ -?m.qm3 3 Ote. 

1 0 0*^Efl§^7-f-fe>'Xx-^2 6 O^TOf-T 

ayy-yyu^mmitmmm^m3 4o^ 

•te>-X7-'-^K#gB3 3 O-ClXffStL^^^-te^X^- 
?26 0H3 yir^yfX^itfWLffifg 2 7 0 £JR D 

tech & > 3 y^yvm^mm^-tk 

§B3 5 0{i:. =iyr-y^m^m^itmmn^M3 4o 
wmtsmz^x. tzhu-£. ^^.tt-'suxw® 
mmwi&2 40frh%m\m&mznm-%>*:*x.T 

xwmmzwtfr&L. mfr&Lfmzm^x^y 
^y^mm^mit (mimb) z^o. w% 

it (H1I3S) ^fifz^y^yyw.^mi^ imt&m 
iztmniz, fa-mm^ti. ^-^<r>nux^± 

[00 6 5] f3-^^7i-X5'f75 l J4 0 0 

7* * o o -ty^mmrrv 

300tco$*fflL$:?ro . 

[0 0 6 6]*-f^f3-^50 0ll H2fc^-T 
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m^mmim 5 2 0 1 . 

[0067] xa-^BWttSSWiWS 1 0 fcrli. Sic 
OS^H. d-m, fcixll 7*-f5r*fi«MMt 
(£5HE*«) 5 11. *-x4*ffl*$B®& (iti) 
5 12. iJi^-^Effi-ft (WSiEBftWtt) 24 3 

WIT'* 0 , 4 tflBSSWlt 5 1 2 1 14. #4" 

—7* ^ ^--r a-rizm^commmxh <o . -^ntn 

[0068] ^y^yvm.^m%mtm5 2 oj±. 94 
•fexxMJiTry 3 0 oftcoayx^yfiwii^ifctit 

fg¥>» 3 4 0 OfH^^t^o X . fa-^THMW 

^««5 1 Q)irh%<m\immznm-h^^-yim 

^$tLT^^3y7 i >'>ya-^2 9 0{4. ^fca-^ft 

[ 0 0 6 9 ] ifcWC. 0 O-C^SfcBWftSil 

Jtmi^-v'S' 1 0 Ofr^fflmZti^JLTfJU X2 0 0 

[00 7 0] -fedfATrA-f X2 0 0 b7-4-tyx%m 

ttu 3 o o fc<oiarcffl5SiE*ff-?fca. *-r , 

■fe VX^iarr U 3 0 0 AS, -fe^r a7taM X 2 0 0 ft 
^^•/y^t'J 2 5 0K7^ftyxf-^2 6 0 
SrK^tti-r (CD) . 

[0071] -eur. ^ ^x^yftwt^flHiwe 

g&3 4 0T\ M»ffiL7t9-f'feyXT r -^2 6 0^fe3 
Vt" y ^yfl-tHB^-fttffg 27 0iM t )lHLX. 
y7g#i2 9 0 &»S^fW 1 &Rfc:ttfflS*i.fcafc&«^ 
•C**3&>*flj&r4 (©) . ^OWSISafi. -bdf A T 
T^N'-f X 2 0 0 ftiOT RM2 10 £M$>tl& tthiZ. 
xr?-^-f y^y s .-Xy^r=7^J40 0^-m^LX^ 

[0072] ^lt. a y^yvw%m?m\m3 5 0 
t\ trm2 1 ort<^*^ir7*^^xiBaMiig#MWfi 
240K3 ^yya-^6»f^kflHffPte»3 4 oco 

t. M^£Bt^^fflV^T3>'7 i ^ya#it2 9 0coa 

(m ma) Srff a «a» . 

[0073] -e<7)f&. t^fa7fA^20 OOHTII 

^t(S5iniB> §^3^7 x ^y : a-^it2 9o«. x 

3-^y^7i-X5>fr5'J 4 0 0tr^itT. * 

5 2 0(cismstL* (©) . 

[0 0 74] *LT. *-f^f3^5 0 0rtOT 

yr-yvimmmmm5 2ox\ ?a-ywmmm 

«^510*^5-f-tr yxMUTT 0 »J3 0 0W«3yf 
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yvwrnmummm 340 <rmtmm&tj&r 
>T>vm*m2 9o<7)m.^k (ffS2®g) 

(©) . zmzXK), ZJttBf^-fkSitT i^nyfv 
VH&m2 9 0J4. ^ta-^fESti. Bf^-ftrJV^y 

[0075] 3rtJ. x3-^TB««ti«!rtS«5 1 014. 

V\ 7-ftyxj!PI77'J3 0 0t1f3»l (3 

y-T>Vm*m<7)U^t) WL TRM2 1 OP^T-ff 3 4 
■5fcLT^4V\ TRM2 1 

U 2 5 O05#ffi*J5fl±. -fc* aTf^ X F ) 2 

fcKBB-TS. 04 {4. IHtiStt£3E (/f^7) O^li: 

s^iia (f3-r) cDm^w&^tiz 4 o nt#ft l 

[0077] iit 4 , ^x-f T^WItfi:. £*x-f Tfc 

xv T~ei>m£MmT&&tf. m^z±<Mtt^i&& 
* 77 u ^-^ a y h 7xr*>w & ir^ws-ct 

fit^ffrCS 4V^77>J ^-i" 3>V7h 

[oo78]^f-f r©t»is .*x >r rrt (c»8r 

4kXx*<r rut— <7)It&ot, ^f-f7fc^f-(7 

a*ii trfitti TMmttv btix^z (tcttn. -fe 
*^t?>u xmwmmz 4 2), ^^n^^ffl Ltz 

*£\ mfe* x 4 TT<7)frW*mffiX°$> 0 . ^f^7i» 

[0079] -f-b'XflJffli&giji:. WS^-b'X (fci: 
A&0#sSSEfr'f-bX ) tfOAM*q*o TV*** 
xV 7 A T V * 4 HT* & -f-f 

xmmmm2 43) . ;^i^«fflL^ x-bx 

[0080] -r 3-^**«tl4. ;<7)yXfA(7)f3- 
y^SP A T ^ & Hf* & (jfcfcjttf, *-x 
^MfW5 11). £0*£«J8Lfc*£. 

[0081] xS-^ERrlSte. fn-rrtti^ 
11*11 btflttl -rttimif < * fcf . *~r" 

<*w%mm5 12). zcmzmmLtzWrS. m%. 



[0082] *-#@Wttli. #fe(-*(0f3-^ 

[ o o s 3 ] **j s mcommit. ±&<?mzm&.ztv{t 

[0084] ±fE^$-Wffl lt n >x >vm-sm& ~ 
mzvm-vct&b. zcom&wzfctx . Rt*fcH*T 

3 yx>~y ^ v Jfrih- b'x^tf -5 .1 b tfX-* 

h (H*A~ I#BS) . 

[0085] 1 ) 4 T^«fc-r3-r&#«*fB 
ML*:#£ (0#AOi*£) 

h'O^ f-f7, if Ox 3 -yiizn -oX^r->X i> m&ffi 

xtih. tzfzL, tk^iULx^xr-Am-x^mmt^ 

7h<7i7, x^-^-C^ffl^ 7 U — T**-S . ft 
[0086] 2 ) ^f47it«fcf3-^*SiiiH 

W ft^Jh LX\i. V>?)V<r>%&X*fo&. 
[ 0 0 8 7 ] 3 ) ^-b'XflJffl#Hi: f3-^«tli 
mm LfzM^s ( H*C <o*^ ) 

T-\zxmmm<7)M =? * rx'htii,i^comsXi>m^m 

mX'$>&. 4fc. D--bxfijffl^r B TCab-'Brtg'C* 
ft#=^Ji:tT(4. -9--b'XflJffl^<0»HE^^ 

[0088] 4) ^x-f T^W«i: 7*3-rffl*«*f!l 

H*-C**«aM4»4-3Tfe"9, ^f^7^ 

[0089] 5)^xV TH*«fc -r 3-^H*«**!l 
JHtfc*^- (ia4>E^^) 

V\ ft#c^tLT{4, MAfOT (iSA«A) 0*R^T*> 
[ 0 0 9 0 ] 6 ) ^-b'XflJffi#^x3-y|IW§|£ 
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mmffiThz. mtmtLxit. •r-vxmxm'w 
[0091] 7 ) ^x-r Tjt&mbx-xmgmzmm 

Ltzim& (04>G<Ot§£-) 

iBrcnt-TirigT»&. mfomt lxi±, 

[0092] 8 ) j>tf-f 7@t«fc-X-*IBfil*flffl 

htam^mxhh. mvmt lxi±. m%.*-$<7> 
[0093] 9 ) y--t'xmmmmk * -xwmmzm 

[0094] ttTfc, 3ocoitKM2r*LT±5 

[0095] io) fi—yommm Ltz&*? ■< r 

<0*rCtfMfr^fltf ±3rv ( 04> K <Oi§-£ ) 

^x<f 7<0TRMt:7^-feXt§ ! ^l^<5:| 1 jti6^ 

i«77'jt->'3yy7 h*7zzTxi>mmx-%x l& 

yy?h vxytHtbtiX Li d „ 

[0096] id xfiTcommm L^fa-/ 
c^rcoBf^-ftJi^t ( a* j corns ) 

•fejfj LTBEfefcrfPTCST t*d. ^f^7 

[0097] 12) jTcomxi>?3—mmxi> 
m & Lx*z/XT&imxnmx°%x Lid. is&2r 

[0098] ;<oi5fc:, *j|*o^fc ifttt*. 

*7fAW X 2 0 0 ££&<Z>iBttiK&%#^& fc t fc (£ 

f3-^5 oo\,zmi.<7m®m&mhLxi5%. t-^ 
loo?, ^-fx^jELT. m^it^yf-yycow.^ 

i!290t-fe^jL 7f^ ^7,2 0 0 <0&9Hii tfa 

500 o^Mitfc -czacfcBt^ftrsfcft, L#a^ 

•Cv^ y K*5C* g m£MM*6 - , PI L#ffi 



^ y f t a itaisrrs -r fc . ttz „ atm* 

(f „ DBS*.* -f 4 Tic; ^ y K § ft*; <0 y <>f y F S 
*VO vfrv* co R L#ffi^T^iJffl-T-S i fc S . 
iDAttW^fcL ^f-f7^^P (044"OB<7)*§ 
-£) s (H44'c 7 )Dco^-) s ^f-<7- 

»^y^ (H4f!c7)Eco*3-) R^^jl- 
1f{citL-CcO^*5&iC!5:5 J:3*a>^:^ylHt*-^- 
t°xizj&tX?foZbimmt l z%:?> <> &1z. 7nt-i/ 
g>-ffl (H4*coa<7)%^) , xy^yymmy-—\;x 

<nw.mmmi (H4+cocco^) . ^-^«f3 

[0099] §£>tcwi.&\ dcoidtc. ^<7)fccoe# 
i4**iES*fi^ ?t r ^*r« j ( 5t 04 4«co 

b LXfcZ-XM*)mo ZblzX *) . Rt*Ml*. JWW<J 

T<7>XJM y KTT^fcffi^^-^-b-X • >/ h 7 

[0100] =5ri3. *HS6coBffi-C-(i. nf^ffcfr*fc L 

4*>ffCtt*<, f~A'it^5'f7yh 

($mmmi : )i&bi>mm&) iizi>mfmmx$> 

[ o i o i ] ttz. ^mmcommxa. m^^y^y 
vm^mitzMiz^itLxmm-t&^&iz^xmm 
LtztK zmtzm^fcLxwm-ZT-wz. m^it? 

yryvU^mizm&Zti&MfXZcK , 3 y^fyy^ 
<r)i>cr>x$>^xi> iv^ -r^*?*>. nyfy-y^t^fx 

l>^\ ^«bi.{f. 3 y=ryv<7y*r4 XtfftmmA^ \ ^§ 

yfyv<rmmtfmmz^ t hWr^a. 3>f 
( mzim^iziizcri^mizx ^ttt 

[0 102] 

Uffflem&l VJMWLtzidlz^ *milz£iUi. 
mtW&^x^y^yymMco^^^-^x^ 
oz\bWTZ&. 

[Hi ] -&m\<r>-$m<7)im< l zi$ t & a yfyvwm^ 
x^rJ»<7yv--rtM<7)ffif&Z£b Lts^o <y 
[H2] m-=iy"ryymm^xy-j^co^y^Tyh (w 

[03] ^-f-feyxx— ^<o— W^SH^H 

[H4] emgftiga (^xvr) conhs^a (t 
t>tih-y- — fx L fc0 
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100 
160 
170 

200 
24 1 
242 
243 
2 5 0 
270 
280 
285 



if— A 



yf/ya«w mum m 



290 

3 0 0 9 -f -fe yxUMTTV 

34 0 3 >-x>-^«-t«Bf^^ffifSfJ^ 

3 5 0. 5 20 ayT>yWH2B&Q& 

4 00 f3-^^7i-X5^/5'J 
500 ^-f-ftf3-f 

511 ^-f^ftW 

512 Tixmimm 

513 ^-^fflWH 



[HI ] 



[03] 



no 



130 



140 



lOO: - ^ - — 



300: >-< -fevxasar^'j 



120 



T 



150 



160 

■ ^^-l 

ggajggg ] >- 



170 



180 



310 



320 



330 



340 



350 







270 



980 



^ 9Q 



240 



[02] 



400:f !-jfiWP>T/5y 



500:*- ?4*f 3-$f 



T7^ 



_513 ^§12 _511 



:Mr<t 



3Q0:7-M*>X&S7^J 



<3 



2«> 



1 =W/yflrett 



no 



210:TRM 



SEE* 



-fc*L7f/t** 



200 
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[04] 















A 


B 




K 




D 


E 


•mar* 




G 


H 


i 




J 


L 



(51)Int.Cl-7 

H 0 4 L 9/14 



F I 

H04L 9/00 



(##> 



6 2 1 A 



F ? — A (## ) 5B017 AA07 BA07 CA16 

5D044 AB02 AB05 AB07 DE50 GK17 
HL11 

5J104 AA12 EA04 EA17 EA20 MA05 
NA02 NA27 



